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1. Consider the series-parallel system shown below. 

2. 

a) Let each individual node have the same reliability value R. Let the required system 
reliability be S. What is the minimum value of R that achieves S? 

b) The reliability of each node's working is R. Let there be three power sources X, Y 
and Z such with the following connectivity: A(X,Y,Z), B(X,Y), C(Y,Z), D(X), E(X,Y), 
F(Y,Z), G(X,Z). A system remains working if any of its power sources is active. The 
reliability of each power source is P. A node will fail if either its own working fails or 
all its power sources fail. Determine the expression for the overall reliability of the 
system. 

[7 + 13 = 20 marks] 

a) The lifetime (measured in years) of a processor is exponentially distributed with a 
mean lifetime of 4 years. You are told that a processor failed sometime in the 
interval [4, 8] years. Given this information, what is the conditional probability that it 
failed before it was 5 years old? 

b) Show that Hamming distance of an M-of-N code is 2. 

c) What are separable cyclic codes? How are they designed? 



3. 

4. 

5. 

6. 

[6+6+8 = 20 marks] 

a) Consider an 8 X 8 butterfly network. Draw the same. Suppose that each processor 
generates a new request in every cycle. This request is independent of whether or 
not its previous request was satisfied, and is directed to memory module 0 with 
probability~ and to memory module i with probability 1/14, for each i in the range 1 
to 7. Obtain the bandwidth of the network. 

b) Present a scheme to incorporate redundancy in a mesh network. How would the 
routing algorithm work in such cases? How would you estimate the reliability of this 
network? 

[8+ 12 = 20 marks] 

a) Present an algorithm to handle Byzantine Failure and show its working on an 
example case. 

b) Explain the methodology of Software Rejuv~nation. 

[12 + 8 = 20 marks] 

a) Explain the coordinated checkpointing scheme in distributed ~ystems to ensure fault 
tolerance. Show also an example and state its disadvantages. 

b) How would you compute the optimal placement of checkpoints so as to minimize 
the expected penalty in real~time systems? 

[1 0+ 10 = 20 marks] 

a) Explain how reliability of software can be computed given the code in terms of flow 
charts or sequential pseudo-code. 

b) Explain the 'Consistent Comparison Problem' in N~Version Programming and 
present appropriate solutions for the same. 

[12+8 = 20 marks] 
7. Explain any two of the following in details: 

a) Self-Healing Systems, Examples and their Design Principles 
b) Side Channel Attacks on Cryptosystems. 
c) Bi-residue Code. 

[10 + 10 = 20 marks] 




